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In a crowded security landscape, what really makes an effective 
insider threat solution?

In recent years, insider threats have only become more advanced. Increasingly, organizations are recognizing 
that they can no longer afford to ignore the element of the human risk. 

But unlike more straightforward threats like malware and hackers, there is no one-size-fits-all solution to 
protect against the insider element – especially since insider threats can come in so many wildly different 
forms, from the traditional malicious insider, to simple human error or negligence, to outside infiltrators or 
credential thieves. 

Yet, dozens of solutions have emerged in recent years that claim to "stop" insider threats. Many of these tools 
have little in common with each other, each exhibiting extremely different technology and approaches. 

Many of these solutions fall into one of several broad categories:

• Endpoint Detection and Response (EDR)/Endpoint Protection Platforms (EPP) - Endpoint-based tools 
that monitor endpoint activity and alert on indicators of compromise, largely with the goal of catching 
and stopping viruses and malware. 

• Cloud Access Security Brokers (CASB) - Network-focused tools that enforce security policies by 
monitoring how cloud-based resources are accessed. 

• Data Loss Prevention (DLP) - Endpoint-based tools that rely on rules and data classification to enforce 
how users interact with data (such as by blocking certain files or file locations from certain types of users, 
etc).

• Legacy Employee Monitoring - Tools that record all employee activity, often with heavy measures like 
continuous screen recordings, keylogging, and screenshots. This category will not be covered in the 
following matrix, as they are typically too heavy to be used enterprise-wide.

Dtex, however, falls into none of these categories. It is the only product built from the ground-up to detect,  
understand, and investigate insider threats, and it does this through Enterprise User Intelligence:

• Dtex's Enterprise User Intelligence - Dtex monitors user activity from the endpoint in the form of 
metadata to establish a full audit trail, and then uses machine learning and field-tested user behavior 
models to alert on suspicious insider threat activity. 

In a landscape full of vendors building completely different products that all claim to solve the same problem, 
building an effective insider threat posture means truly understanding what each of these solutions do and 
don't do – and then addressing the gaps.
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It is clear that when each of these solutions are evaluated feature-by-feature specifically for the purposes 
of addressing insider threats, many of them simply do not have the capability to be a sustainable answer on 
their own. 

Of all of these solutions, Dtex is the only one that was built from the ground up to address human threats 
in the modern enterprise. That means providing scalable, lightweight user behavior visibility that works both 
on and off the corporate network, and that is capable of recognizing risks without relying on rules or IOCs. 
Ultimately, organizations need this combination of visibility, intelligence, and agility to address insider threats 
in the most effective possible way.  

To learn more about how Dtex can act as a cornerstone of your insider 
threat project, visit www.dtexsystems.com or contact us directly at  
info@dtexsystems.com.

EDR/EPP DLP CASB DTEX
Collects User Behavior NO NO NO YES

Malware/TTP Based Alerts YES NO NO NO

Insider Threat Focused NO NO NO YES

User Access to DB NO YES NO YES 

Classifications of Documents NO YES YES YES

Rely on Rules/IOCs YES YES YES NO

Credential Misuse NO NO NO YES 

File Lineage NO NO NO YES

Private Browsing/Hidden Activity NO NO NO YES

Web File Sharing NO Limited YES YES 

Exfil via Screenshot/Clip NO NO NO YES

Printer Activity Limited, no 
intent Limited NO YES 

Requires Classification NO YES NO NO

Monitor Homegrown Apps NO NO NO YES 

Compromises Privacy NO YES YES NO

Detect Seemingly-Unrelated Events Limited, no 
intent NO NO YES

Identify Bad/Unusual Behavior NO NO NO YES 

Learning Capability NO NO NO YES


