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COMPANY PROFILE 
A Financial Institution with the Modern Approach of a Tech Company

This Dtex customer is a large, multinational financial institution with over 
60,000 employees, specializing in services including credit cards, home loans, 
auto loans, banking and savings products. It is one of the top ten banks in the 
United States by total assets. 

This bank is at the forefront of technology. They consider themselves to be 
a technology company just as much as a bank, and hold themselves to high 
security standards. As a result, they have stringent requirements and highly 
specific needs for the technology that they deploy.

CHALLENGES
Achieving User Intelligence with Performance and Innovation

This company realized that they needed to re-think their insider threat 
strategy after they experienced a data breach. Even though they had a DLP 
solution, a privileged employee managed to access and steal confidential 
information undetected for over two years. Once they finally discovered the 
data breach, the institution realized that they were lacking crucial insider 
visibility. 

Though they had some degree of primitive visibility through McAfee’s DLP 
solution, it was so heavy that it could only be run as a scan on weekends -- 
and even then, it clearly did not give them the intelligence that they needed 
to recognize this breach. In order to stop insider threats like this one in the 
future, they knew that they needed specific user-focused visibility. 

In order to remain on the leading edge of security technology, the institution 
understood that they could not solely rely on big-box solutions. Instead, 
they launched an effort to test a huge number of more specific, advanced 
solutions in order to find the absolute best fits for every specific security 
need. These purpose-built tools would allow them to stay agile, flexible, and 
technologically advanced – and it allowed them to choose the most effective 
tools from a security perspective, since no blanket solution offered the user 
intelligence that they required. 

INDUSTRY
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They tried several traditional UBA solutions, but found that they lacked the 
right user data -- and some tools didn’t even make it that far because they 
were too difficult to deploy, scale, and operationalize. 

The institution's technology standards left no room for heavy solutions that 
hindered performance or employee productivity. What’s more, their chosen 
tool needed the necessary flexibility to work with their Amazon Web Services 
deployment at scale and automate as needed. 

However, it proved extremely difficult to find a user visibility solution that 
gave them the data and insights that they needed, especially while also 
fulfilling their technological requirements. 

SOLUTION
The Highest Standards of Performance, Scalablity, and Automation

The Institution’s spearhead approach to cyber security meant that their team 
held each project to highly specific performance standards. 

The institution could not tolerate any negative impact on the endpoint. They 
were taking on an initiative to redesign their endpoint strategy from the 
ground up, and they were extremely selective about what software could 
go on employee endpoints. However, unlike many other organizations, they 
didn’t set an ironclad number of agents that they would allow on the endpoint. 
Instead, they determined that they would not exceed 4% CPU usage across 
all of their endpoint security products in total. 

Dtex’s endpoint collector averages just 0.2% CPU usage for a normal user, 
meaning that it was one of the very few endpoint-based options that fit well 
within their requirements.

The Institution also had specific deployment needs. Their chosen solution 
needed to scale across 70,000 endpoints, including Macs, Windows, and 
Linux machines, as well as servers. During testing, the institution confirmed  
that Dtex was lightweight enough to scale easily. Dtex was also compatible 
with  their company-wide installations of OSX High Sierra, as it does not use 
kernel extensions. 

Their solution also needed to be cloud ready, with the flexibility to auto-scale 
within Amazon Web Services. This organization takes a forward-thinking 
approach to patch management by using rehydration. Every two months, 
server operating systems are wiped and completely reinstalled. Advanced 
organizations are beginning to use this technique because it ensures that the 
entire AWS environment is always fully patched and up-to-date. 

CPU USAGE

CPU (%) Usage

Min Average

Idle 0.0 0.05

Normal 
User 0.0 0.2

Power 
User 0.0 2.2

MEMORY USAGE

Memory (MB) 
Usage

Min Average

Idle 11.0 18.8

Normal 
User 18.3 24.8

Power 
User 21.9 51.4

NETWORK USAGE

Network 
Usage (MB) 

Idle 0.4

Normal User 0.6

Power User 1.7

DISK IO:

Network 
(MB) 

Idle 1826

Normal User 2816

Power User 6500

DTEX COLLECTOR 
PERFORMANCE METRICS
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Dtex was able to automate this entire process, including the backup, 
restoration, and migration of all user behavior data at the time of rehydration. 
What’s more, Dtex could also comply with the institution’s other cloud 
automation requirements, including autoscaling within AWS. 

Ultimately, after trying many solutions, the Financial Institution chose 
Dtex. Dtex was flexible, cloud-ready, scalable across the organization, and 
lightweight enough to provide user visibility without impacting performance.

RESULTS
Agility, Security, and Flexibility, with Efficient Time to Value

Once deployed, Dtex quickly began providing insights. Since Dtex does 
not have to ingest outside data sources, it immediately starts collecting 
user activity metadata once the endpoint collector is installed. Dtex began 
alerting on pre-defined patterns of risky behavior immediately, and analytics 
established a baseline for normal user behavior just ten days later. Within just 
two months of deployment, the institution was able to begin operationalizing 
use cases.

Today, the Financial Institution now uses Dtex to monitor highly sensitive 
documents. They gave the Dtex analyst team a list of the most sensitive 
documents or types of documents within their organization, and Dtex 
provided them with a dashboard that automatically shows them activity 
involving those documents in a single pane of glass. 

They also use Dtex to monitor against credential misuse to make sure 
privileged users are not accessing, changing, or moving sensitive documents. 
In addition, they monitor for potential IT sabotage.

However, while these use cases are their current focus, the security team 
recognizes that threats are changing constantly. Most importantly of all, 
Dtex is agile. If threats or priorities change, the security team can quickly 
reconfigure Dtex to focus on those new use cases, instead of going through 
a slow and disruptive restructuring. 

With Dtex, the Financial Institution received endpoint visibility while still 
maintaining their modern technology approach. Their journey is one that 
more and more organizations will face in coming years – in today’s evolving 
landscape, institutions will increasingly need to take a proactive, agile 
approach to security. For this organization, Dtex was the only solution that 
was consistent with those cutting-edge goals, and proof that security does 
not need to come at the cost of performance, scalability, or innovation.

KEY BENEFITS

 » Scalable user visibility 
that can be quickly and 
easily deployed across the 
full organization - 100k 
endpoints.

 » Integration with Amazon 
Web Services, particularly 
automation that allows the 
solution to autoscale as 
needed.

 » Rehydration Automation 
– Dtex supports automatic 
back up, data migration, and 
data restoration as servers 
are regularly wiped and 
restored.

 » Rapid time-to-value – Dtex 
begins providing insights 
immediately upon collector 
installation, without requiring 
lengthy, excessive tuning or 
integration.

 » User Visibility that allows 
the insider threat team 
to immediately see and 
understand suspicious 
activity by privileged users, 
as well as monitor activity 
related to highly sensitive 
documents.


