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More and more enterprises are realizing that users are their greatest security vulnerability. According to 
the 2015 Verizon Data Breach Report, people were the common denominator across the top four patterns 
of attack, accounting for nearly 90% of security incidents. 

Many enterprises try to protect themselves from user threats through lock-and-block methods, but that 
approach doesn’t work for some of the riskiest users in the enterprise: namely, privileged super users. 
How do you protect your data from the administrative users that have access to top-level security and IT 
controls themselves? 

Who Is a Super User?
Privileged super users have greater access to agency data 
and can make changes to agency systems.  
A few examples include:

• System administrators

• Database administrators

• IT security or audit practitioners

• Application developers

• Network engineers

There are also some less obvious ways in which agencies 
unintentionally grant privileged user access to employees 
within the agency. For example, many companies still 
follow the practice of granting employees access to 
the local computer’s Administrator group or cloning an 
existing user’s permissions in an attempt to streamline 
operations. The vast majority of these employees have 
no ill intent, but such access also exposes the agency’s 
network to a heightened security vulnerability should it 
come face-to-face with a cyber attack.

Lock Down Isn’t the Answer
Privileged super users are amongst the most valuable 
in an agency. Many agencies have unsuccessfully 
attempted to reduce unauthorized or malicious access 
to agency information by using security systems that 
rely on lockdown methods, but this has proven to be 
unsuccessful for a number of reasons:

1. Despite best efforts, agencies do not have a reliable 
way to tell if they have missed individuals or 
machines who have privileged access.

2. These security systems offer too little contextual 
information when a breach occurs, or they produce 
too many false positives.

3. Privileged users will know how to bypass or avoid 
security measures that alert to unusual activity or 
access. Many times, these users may even have set 
up the security systems themselves. 
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Continuous Protective Monitoring
One obvious answer to mitigating the risk of privileged 
user abuse is to reduce the number of them within 
your agency. This may mean limiting employee or even 
manager access. Another may be to reduce or limit the 
amount of time a user has super user privileges. Neither 
of these solutions, however, take into account the 
behavior of existing super users. 

A super user will gain access to crucial agency information 
when he or she sees fit, regardless of what systematic 
lock down measures an organization may have in place.  
It is impossible to restrict administrative users from data 
altogether. 

Therefore, the solution for any agency is to have a 
flexible, automated auditing and monitoring process in 
place that oversees and scrutinizes the behaviors of the 
super user. The ideal protective continuous monitoring 
system should immediately alert an agency of any 
dramatic changes in a super user’s behavior in real-time. 
With this in place, agencies will be reliably informed when 
someone has compromised the network or is potentially 
stealing information the instant it happens. This means 
the agency can act and respond quickly prior to any 
serious damage being done.

Every agency needs super users, but they can quickly 
turn into a super threat if not properly monitored. 
Apart from having policies and processes in place to 
attempt to mitigate super user threat, the real key to 
preventing super user abuse is to be able to determine 
the context and the intent of an individual. This can only 
be achieved by seeing, and, even more importantly, fully 
understanding the behavior of the user.

The Dtex Difference
Dtex protects against user threats by combining a very 
lightweight endpoint collector with server based data 
storage and analytics. Even when a user is not connected 
to the agency network, usage metadata is logged, 
encrypted, and uploaded when back on the network.  
This means you have complete visibility with no gaps in 
understanding.

For every user and endpoint, Dtex captures anonymized, 
privacy compliant metadata that includes:

• Every application used (both time in memory and in 
focus for user)

• Every file and folder activity (created, deleted, 
printed, moved, copied, etc. to locally, server, and 
remote locations)

• All web activity, including file uploads and  
transfers

• Every window a user opens

Dtex combines this visibility with analytics that 
baseline normal behavior and alert on deviation, quickly 
identifying the risks in your organization – even among 
super users. 

Plus, Dtex’s expert analysts help your team delve even 
deeper into this data. You’ll receive periodical User Threat 
Assessments that identify threats and trends that Dtex’s 
analyst team uncovered in your data. 

This combination of visibility, analytics, and expert 
services make the Dtex Solution an effective answer to 
mitigating the inherent threats of super users. With Dtex, 
you’re able to monitor and respond to threats without 
restricting necessary privileged access. 

© Dtex Systems Group of Companies 2015© Dtex Systems Group of Companies 2015
© Dtex Systems Group of Companies 2015

dtexsystems.com info@dtexsystems.com© Dtex Systems Group of Companies 2018

See the Privileged User Threats in Your Organization
A User Threat Assessment will allow you to see how Dtex works in your organization, and will show you the true user 
threats in your enterprise. At the end of the assessment period, Dtex’s analysts will create a User Threat Assessment 

Report that summarizes your biggest risks. Contact Dtex at info@dtexsystems.com to get started.


