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What are Insider Threats?
Insider threat is increasingly taking center stage with security teams, and for good reason.  Despite heavy 
investments in perimeter security, breaches are still on the rise.  As workforces become more dynamic 
and distributed, security teams are actually finding their existing visibility and controls eroding.  With 
these changes, the new focus is on finding new ways to secure each user.

The classic definition of "insider threat" is the malicious insider who is looking to steal data or sabotage 
systems.  However, most security teams now realize that they need to widen their definition.  Insider 
threat now covers three areas:

the malicious insider

Malicious insiders intentionally 
set out to harm or steal from 
their employer. 

Example: James, an IT admin, 
finds out that is he getting fired. 
In a fit of rage, he uses his still-
active super-user privileges to 
wreck the company’s network. 
He deletes hundreds of gigabytes 
of extremely important data, 
losing the company millions.

the infiltrator

Infiltrators are outside attackers 
who gain unauthorized access to 
internal systems.

Example: A hacker manages to 
obtain access to a super-user 
account in a healthcare company. 
Over the course of weeks, the 
attacker infiltrates the company 
and uses the privileged account 
to steal huge amounts of 
confidential healthcare data.

the ignorant insider

The ignorant insider is a well-
meaning user who accidentally 
puts the company at risk.

Example: Bob, an accountant, 
unwittingly clicks on a phishing 
link. He ends up infecting 
his computer with powerful 
ransomware, and spreading it 
throughout the organization’s 
network. Critical data is lost and 
productivity grinds to a halt.

These three cases are individually quite different. Each insider has different motivations and intentions. 
All three, however, ultimately put the enterprise at risk due to the actions of an internal actor. It's critical 
to be aware of how broad the term "insider threat" can be, since knowing the differences between these 
types of insiders highlights the need for a flexible, adaptive solution.

Historically, enterprise security has focused on protecting the perimeter of the organization from outside 
attacks. Today, however, many security professionals are becoming increasingly aware of the threats 
that lie within the organization itself. Insiders have ample ability and opportunity to cause massive data 
breaches, potentially resulting in millions of dollars in IP theft, lost productivity, or a bleeding reputation 
wound that is nearly impossible to reverse.
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Relevance and Impact
The insider threat is a rising cause of data breaches across the security landscape. According to the 2016 
Verizon Data Breach Investigations Report, Insider and Privilege Misuse constituted 16% (10,490 / 
64,199) reported incidents, the second highest measured factor.

In addition, 8% of confirmed data breaches (172 
/ 2,260) were attributed to Insider and Privilege 
Misuse. 

Worse, Insider Misuse has been reported across 
a wide range of industries – proving that it’s a 
problem that affects all industries, not just a select 
few. The top 5 industries reporting confirmed 
data breaches due to Insider and Privilege misuse 
include Healthcare, Manufacturing, Professional 
Services, Public Sector and Information Technology.

Insider Threat data breaches can have major 
consequences – financial losses, intellectual 
property theft, and even the exposure of secrets 
impacting national security. These recent criminal 
cases that were successfully prosecuted by the FBI 
illustrate the potential impact: 

• Yuan Li, a former research chemist with a 
global pharmaceutical company, pleaded guilty in 
January 2012 to stealing her employer’s 
trade secrets and making them available for 
sale through Abby Pharmatech, Inc. Li was a 
50% partner in Abby. Between October 2008 and June 2011, Li accessed her employer’s internal 
databases, downloaded information to her personal home computer, and sold them through Abby. 
She was sentenced to 18 months in prison.

• Sergey Aleynikov worked as a computer programmer for a Wall Street company. During his last few 
days at that company, he transferred 32 megabytes of proprietary code — a theft that could have 
cost his employer millions of dollars. He attempted to hide his activities, but the company discovered 
irregularities through its routine network monitoring systems. In December 2010, Aleynikov was 
found guilty of theft of trade secrets.

• Chi Mak admitted that he was sent to the United States in 1978 in order to obtain employment in 
the defense industry with the goal of stealing US defense secrets, which he did for over 20 years. He 
passed information on quiet electric propulsion systems for US submarines, details on the Aegis radar 

Fig 1. Percentage (blue bar) and count of incidents per pattern. Graph 
from  Verizon 2016 Data Breach Report, pg. 22.

Fig 2. Percentage (blue bar) and count of incidents per pattern. Graph 
from  Verizon 2016 Data Breach Report, pg. 23.

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
https://www.fbi.gov/about-us/investigate/counterintelligence/the-insider-threat
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system, and information on stealth ships being developed by the US Navy. The Chinese government 
tasked Mak to acquire information on other technologies. Mak recruited family members to encrypt 
and covertly courier information back to China. In May 2007, Mak was convicted of conspiracy, failing 
to register as an agent of a foreign government, and other violations. He was sentenced to over 24 
years in prison.

Insider Threat Patterns
For more than a decade, Dtex has collected and analyzed user activity data that gives us unique insight 
into insider behavior. While some enterprises have a tangential idea of what kinds of warning signs 
to look for, we've found that most security professionals seriously underestimate the amount of risky 
behavior in the average enterprise. Here is just a sample of our findings: 

security bypass
96% of assessments found staff 

actively bypassing security.
Malicious or even overly-restricted 
employees will use hacking tools and 
other methods to bypass security 
controls (such as data loss prevention 
software). 

hacking
75% of assessments found staff 

using hacking tools.
Three-quarters of enterprises had 
users running network-sniffing tools, 
password cracking tools, and other 
types of hacking software that were 
not required for their job. 

and worse...
36% of assessments had findings that immediately triggered  
investigations, in come cases leading to terminations or legal action.
More than a third of organizations found felony criminal activity, deliberate 
theft, collusion with external actors, or accidental exposure to attacks from 
outside attackers. Most enterprises are not aware of what happens within 
their walls. 

unencrypted data
93% of assessments found  

unencrypted data on cloud/USB
Most enterprises are not fully aware 
of how their users are using, storing, 
and transferring data, even if they 
invest in tools like endpoint DLP.  A 
huge amount of enterprises have 
data in unsafe places. 

96% 75% 93%

36%
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The Insider Threat Kill Chain
These insider threat patterns can help to isolate and identify a threat kill chain. In many situations, 
identifying the threat’s place in the kill chain is the first step to neutralizing the attack. The Insider Threat 
kill chain includes four steps: 

1. Reconnaissance
A typical first step in a kill chain is when an employee searches for specific files or content within the 
corporate network.  This is done prior to any exfiltration or information threat. By identifying unusual 
patterns of searching or viewing files, a potential breach can be detected early in the kill chain process.

2. Search for exfiltration methods
Another common activity early in the kill chain is to search for specific exfiltration methods. This may 
involve web searches for exfiltration methods and even downloads of unauthorized software such as 
Metasploit (used to assess application vulnerabilities) and Wireshark (used to ensure that Data Loss 
Prevention software is properly uninstalled). It is important to note that these user-level anomalies can 
only be identified by monitoring end-point devices. 

3. Data aggregation
Data aggregation is another leading indicator in a kill chain. Insiders will consolidate data from multiple 
sources into local disk drives, shared storage, or cloud services. In many cases, they may consolidate data 
into multiple destinations – which is difficult to identify and detect unless there is user-focused visibility 
directly on the end point. 

4. Obfuscation
In the later stages of a kill chain, insiders will obfuscate activity before exfiltration. This may include 
changing filenames and extensions – again, this is a behavior that is visible only at the endpoint.

If you are aware of the steps in the kill chain, clues and indicators of insider threat can be observed 
early in the process – providing time to execute on security controls. As is also apparent, many of these 
indicators can only be found by monitoring end-user behavior at the endpoint. For example, downloads 
of unauthorized applications cannot be identified or monitored from a central systems management 
application. This is why monitoring user behavior from the endpoint is critical.  

It’s important to note that most security tools do not provide the visibility that organizations need to 
see some of the most critical warning signs of progression through the kill chain. For example, solutions 
that rely on log files/SIEM data (such as most User Behavior Analytics platforms) are unable to see even 
simple obfuscation attempts, such as changing the name of a stolen file. 
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Solutions
Since the prevalence and sophistication of insider threat attacks are on the rise, there is a growing need 
for new mitigation approaches. One common solution is to block undesired user behaviors (such as 
locking the ability to access USB drives or print documents). However, these solutions are not effective 
and ultimate force insiders to use alternative, harder-to-track methods. For example, restrictions in USB 
usage may lead personnel to use anonymous cloud-based file storage that can be even more difficult to 
block.

A better solution is to “trust, but verify”. Trust your users instead of attempting to forcibly prevent them 
from using potentially risky tools. Verify their behavior by collecting metadata on their activity, and 
baselining usage patterns over time. Clear user visibility on the endpoint is critical when it comes to 
establishing this behavioral baseline. With this rich usage data, analysts can use analytical techniques to 
identify and evaluate risky anomalous behavior. 

The challenge here is to eliminate false positives while minimizing false negatives. Excessive false 
positives are a common problem with security monitoring systems – and can lead to administrator fatigue 
and alert overload, running the risk of ignoring legitimate alerts. The best way to address the challenge of 
false positives is to have a large data set and robust analytics that can pinpoint truly anomalous behavior. 

In adopting this end point monitoring approach, it is critical to recognize that what is being monitored 
is behavior at the end-point, and not the users themselves. Users are trusted, and their privacy has to 
protected (except for cases of proven inappropriate or criminal activity). Careful anonymization of data 
collection is imperative in this situation. 

Summary and Recap
Insider threat activity constitutes an increasing proportion of risk for many organizations in a broad 
range of industries (such as financial services, insurance, energy, pharmaceuticals, law firms, and media). 
Insider threat does not exclusively come from company employees – very often external threat actors 
can compromise internal systems and appear to act as insiders. It may be more accurate to characterize 
insider threat as endpoint threat – coming from both company insiders and external actors mimicking 
inside behavior. 

Thorough identification of insider threat requires collection of end-user behavioral data from the 
endpoint. Lots of important behavior (such as downloading of inappropriate content or applications) 
simply cannot be identified from centralized or cloud-based systems. When collecting this data from the 
endpoint, it is important to retain the assumption of good intent (until proven otherwise) – and hence to 
exercise caution in fully maintaining user privacy. 

Robust analytics (based on a rich set of user data) are needed to identify suspicious activity and provide 
appropriate alerts. One of the main criteria for effective analytics is to minimize both false positives (false 
alarms) and false negatives (missed suspicious activity). While no tool can completely eliminate the risk of 
the insider threat, endpoint monitoring coupled with targeted analytics provides a solution that is flexible, 
manageable, and, most of all, effective. 


