
| The Answer for Ransomware
The FBI has reported that ransomware is on the rise – especially in top organizations, where 
payoffs are higher. A well-executed attack can be deadly, shutting down entire businesses 
by locking away hundreds of gigabytes of critical data. But with Dtex, your enterprise can be 
prepared to find and fight ransomware.

Dtex combines visibility and analytics into one 
lightweight solution to detect and alert on ransomware. 
Dtex is able to see endpoint activity both on and off 
the network that other security products ignore. Even 
more importantly, it couples this visibility with advanced 
analytics and behavioral patterns to alert on threats 
immediately, allowing you to fight ransomware the 
moment it enters your organization. 

Dtex Instantly Detects & Alerts on Ransomware Behavior
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Above: A ransomware alert in Dtex  |  Above right: Dtex’s analytics dashboard depicting ransomware risk. 

Dtex Finds New, Unknown Ransomware
Unlike many security tools, Dtex doesn’t rely solely on known indicators of compromise. While Dtex does draw on a 
vast library of established indicators, we know that defense in depth needs to go beyond the “known knowns.” Using 
advanced analytics, Dtex baselines normal behavior within your enterprise and monitors for suspicious changes that 
indicate ransomware infection. 

Anomaly Detection of File Creates and Deletes

Ransomware reads a file, then creates an encrypted file, and then deletes the original file. Only Dtex builds a unique 
profile of each computer’s normal behavior, then alerts you when it varies significantly from baseline. This profiling 
applies to File Reads, File Creates, and File Deletes, and is an effective way to identify ransomware that is not yet 
known. Upon detection of an executable that’s behaving anomalously, it’s simple to initiate query from the Dtex 
dashboard to a known threat intel source, determining if the executable is ransomware.



4. Anomaly Detection of File Reads

One of the clearest indication of ransomware is an application that performs an unusual number of file reads.

While this behavior is normal for antivirus and backup utilities that regularly scan the file system, seeing a new or 
unusual application quickly reading a lot of files is a clear indicator of risk.

As you can see in the chart below, the normal profile of File Read activity seen in Dtex averages a few hundred.  But 
on the day in question, the ransomware program spiked up to thousands of reads in a day.

© Dtex Systems Group of Companies 2015© Dtex Systems Group of Companies 2018  |  dtexsystems.com  |  info@dtexsystems.com 2

info@dtexsystems.com   I   dtexsystems.com

Anomaly Detection of File Reads

One of the clearest indications of ransomware is an application that performs an unusual number of file reads.

While this behavior is normal for antivirus and backup utilities that regularly scan the file system, seeing a new or 
unusual application quickly reading a lot of files is a clear indicator of risk.

As you can see in the chart below, the normal profile of File Read activity seen in Dtex averages a few hundred.  But 
on the day in question, the ransomware program spiked up to thousands of reads in a day.

Anomaly Detection of Network Drive Access

Newer strains of ransomware also look for files to encrypt on mapped and unmapped network drives, which can 
significantly expand the damage caused by an attack.

Dtex sees all file activity that each machine performs, including both local and network drive access.  As a result, 
network activity is automatically included in our anomaly detection algorithms.

Dtex is a member of a number of advanced Threat Intelligence sharing forums, and uses this information to protect 
your data from known threats. Dtex uses this data in several ways to detect and alert on known-bad activity that 
indicates ransomware:

Known Ransomware File Extensions

Dtex regularly updates your system to detect the file extensions that are commonly used to store encrypted files. For 
example, Locky ransomware creates files on infected computers with the .locky file extension. Dtex monitors all file 
activity across systems where it’s installed, and looks for known file extensions that are used in ransomware attacks.  

Dtex Finds Known Ransomware



Known Command and Control Destinations

When ransomware is installed on your computers most strains call home to remote servers to obtain encryption keys.

Dtex looks for connections made to known host names and IP addresses that have been identified as be part of 
ransomware Command and Control infrastructure.
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Other Known Ransomware File Extensions

Dtex also looks for other known file-based indicators of ransomware. For example, most strains of ransomware install 
ransom notes on an infected computer, with instructions for how to pay the ransom. These notes are typically TXT or 
HTML files that include words like “encrypt,” “decrypt,” or “recover.”

Typically, ransomware will also change the background of a user’s desktop to that of an image of a ransom note. Dtex 
looks for new image files that include words like “encrypt” and “decrypt.”

For known ransomware samples, Dtex also spots the hashes of known bad ransomware files and executables.
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The Dtex Ransomware Solution
The Dtex Ransomware solution is currently available to select customers for a closed beta test.  

This beta is offered as a cloud-hosted solution, and comes with a managed services component.  
Dtex cyber security experts will be monitoring your environmental activity and will notify you in 
the event that potential ransomware is detected.

When the Dtex Ransomware beta ends the solution will be available:

• For cloud-based installations or on-premise installations.

• With or without the managed service component.

For pricing information and to learn more, please contact info@dtexsystems.com.  

Faster Recovery From Ransomware with Dtex
Dtex builds a forensic log of all user and machine behavior for each endpoint in your environment.

Unlike other endpoint solutions, this data is stored on a central server, not on the endpoint itself.

Because of this, you can quickly learn all of the following WITHOUT having to turn infected computers back on, and 
risk further exposure to the rest of your environment.

With Dtex, you will immediately know:

• The exact time the infection started, based on the arrival of the ransomware malware.

• The command and control server accessed so you can block it using your network and workstation firewalls.

• The name of the program used, to update your application whitelisting controls.

• Which files were encrypted, and when.  Compare this to your backup logs to determine whether you can restore 
from backup and avoid paying a ransom.

• If any files on network shares were encrypted.  You will know when and where.

• The reason your DLP solution failed to stop this infection.


