
TOP 11 
REASONS WHY ORGANIZATIONS 
DEPLOY DTEX

Dtex Enterprise User Intelligence was built from the ground up to provide the most 
comprehensive, high-fidelity user visibility data on the market, making it an integral 
piece to any insider threat program. 

info@dtexsystems.com   I   dtexsystems.com

© Dtex Systems Group of Companies 2015© Dtex Systems Group of Companies 2015
© Dtex Systems Group of Companies 2015

dtexsystems.com info@dtexsystems.com© Dtex Systems Group of Companies 2019

Even though cybersecurity spending is on the rise, insider 
threats continue to be a growing problem. This is because 
most organizations don’t have the right visibility into how 
their users are behaving on the endpoint and interacting 
with corporate data. Solutions such as EDR, DLP, SIEM, 
and CASB tools were all built to fulfill purposes of their 
own, but none were created for the purposes of providing 
insight into human behavior – and therefore, they simply 
do not capture the data sets needed, at the necessary 
quality, to allow you to truly understand how users 
interact with organizational data.

Dtex was built from the ground up to provide 
comprehensive, accessible, real-time visibility into user 
behavior. A collector on the endpoint records user activity 
metadata from the point closest to the user. Unlike 
solutions that attempt to extract meaning from existing 

data, every data point that Dtex collects was chosen for 
its ability to communicate meaningful information. This 
stream of user data is the foundation of Dtex’s solution, 
and the key to understanding what happens in your 
organization.

With this approach, Dtex provides visibility into risky - but 
often missed - activity such as:

• Unusual Privilege Escalation
• Security Bypass
• Exfiltration
• Privileged User Misuse
• Unauthorized File Sharing
• Flight risk and data theft by departing employees
• Unauthorized USB usage
• Credential theft
• …And much more.

Because Dtex’s visibility is so comprehensive, it illuminates 
the blind spots within a greater security posture. Many 
security tools do not have the ability to show you what 
they don’t catch – there is no way to truly see, for 
example, what a misconfigured DLP rule lets slip through 
the cracks. Nearly 100% of our Risk Assessments found 
users accessing cloud storage accounts, for example, even 
though many of these organizations thought they were 
blocking such websites. 

Dtex fills this gap through blanket user visibility that 
shows you when and where your security tools are 
failing. What’s more, it also detects user attempts to 
deliberately circumvent security — such as the use of 
hacking tools, private browsing (such as the TOR browser), 
steganography tools, research into bypass methods, etc.
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COMPREHENSIVE VISIBILITY INTO USER ACTIVITY 
Cover the blind spots in your security posture with organization-wide insights.

HIGHLIGHT THE FAILURES OF OTHER SECURITY TOOLS 
See where other solutions are circumvented, misconfigured, or failing.
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Due to the high-fidelity nature 
of its user activity data, Dtex 
sees every step of the Insider 
Threat Kill Chain. Nearly every 
insider threat incident consists 
of five steps:

With this user activity data as the foundation, Dtex then 
is able to elevate users for inspection, pointing out early 
warning signs in order to stop breaches before they 
happen. Dtex uses machine learning in order to baseline 
user behavior, in the context of the user against itself, 
against their peer group, and against the organization. 
In addition, Dtex also includes hundreds of behavioral 
models collected from real-world events in the field that 
cover known-bad risks (such as credential theft and some 
malware indicators). 

Using the combination of machine learning algorithms and 
behavioral models, Dtex elevates users for inspection that 
display high-risk behaviors — including those that indicate 
possible future data theft. Analysts can see which users 
they need to pay attention to at a glance, across the full 
enterprise.

Not only does Dtex accelerate internal investigations, the audit trail that it provides can also be used to support legal 
proceedings should an incident become a criminal matter.  The audit trail that Dtex provides depicts a user’s activity 
from the beginning of the story to the end, and demonstrates the data’s chain-of-custody throughout the incident. This 
provides a clear picture of the user’s  interactions with company data that can be easily shared and understood by an 
outside party. 

With Dtex, analysts have a wealth of real-time user activity 
data at their fingertips. Because they have access to the full 
insider threat kill chain, they can understand an incident in 
full context in minutes, including answering all of the most 
important questions: Who, what, when, where, and how? 
With this data, security teams can quickly see the full story 
of an event without resorting to hiring an outside team,  
or waiting days, weeks, or months to collect and parse 
data.

Many security tools focus only on the “exfiltration” step, but Dtex captures every stage, constructing 
the full story of an incident. This is particularly important because capturing activity earlier in the kill 
chain is the key to generating early warning signs. What’s more, understanding this full context is also 
key to understanding intent — if a user goes through great lengths to bypass security, for example,  
they are without a doubt acting with deliberate, malicious intent.  
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VISIBILITY INTO THE FULL INSIDER THREAT KILL CHAIN 
See the entire story from beginning to end, not just the moment of exfiltration.

BE "LEFT OF BOOM" 
Elevate users for inspection before it's 
too late. 

COLLECT FORENSIC DATA FOR PROSECUTION 
Dtex's audit trail can act as evidence in criminal prosecution.

SHORTEN TIME-TO-RESOLUTION 
Enable & accelerate investigations in-house. 

RECONNAISSANCE CIRCUMVENTION AGGREGATION OBFUSCATION EXFILTRATION
Investigation & 
research before 

attempting theft.

Disabling or 
avoiding security 

measures. 

Collecting the 
data they intend 

to steal. 

Covering their 
tracks to avoid 

detection.

The actual moment 
of data theft, when 
the data leaves the 

organization. 
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In today’s distributed enterprises, visibility can no longer 
be tethered to the corporate network alone. Many 
examples of data exfiltration have occurred when the user 
or employee was outside of the office (such as at home, 
in a coffee shop, etc.). Due to its ability to collect data 
off-network, or offline and cache locally, Dtex is able to 
highlight and detect insider threats even when employees 
are outside of the corporate network. 

As long as the user is connected to the internet – wherever 
that may be – activities will be captured and sent back to 
the Dtex analytics server. 

Dtex’s alerts inform you of confirmed-accurate user 
activity, not educated guesses of what behavior might be. 
As a result, Dtex produces only “true positives” – every 
alert is a legitimate indicator of unusual, suspicious, or 
potentially risky behavioral deviations. 

Beyond this, Dtex uses alert stacking and risk scoring to 
prioritize alerts and proactively indicate the greatest risks. 
This way, the highest priorities bubble 
to the top, showing analysts where they 
need to direct their attention.

Dtex is extremely lightweight on the endpoint, allowing it 
to scale enterprise-wide across hundreds of thousands of 
endpoints. It does not collect heavy data, like images, files 
contents, video files, and other similarly cumbersome data 
formats often captured by heavy employee monitoring 
tools. Instead, it only records metadata related to user 
activities, such as file activity, session activity, window 
titles, etc. As a result, the average amount of data collected 
by Dtex in a typical deployment is only around 2-3 MB of 
data per user per day. The collector also has a negligible 
impact on CPU, with no hindrance to user productivity. 

Dtex’s lightweight nature makes it quick and easy to deploy. 
It can be hosted on-premise or in the cloud, and requires 
no other infrastructure beyond the tiny collector installed 
on each endpoint.

Dtex allows security teams to answer complicated questions 
in minutes. Security teams can query hundreds of thousands 
of endpoints instantly in order to understand the complete, 
complex story of how users interact with data. 

For example, Dtex can reveal complex file lineage near 
instantly. Security teams can quickly understand which users, 
for example, were touching a certain file at a certain point in 
time, then follow where that file went, who downloaded it, 
who else came into contact with it, and the rest of the full 
story. Traditionally, obtaining all of this information required 
significant time investment and manual labor to piece 
together. Now, the answers are a query away. 
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VISIBILITY WHENEVER USERS ARE CONNECTED TO THE INTERNET 
Inspect users anywhere, even if they're outside the office.

"TRUE POSITIVE" ALERTS 
Alerts based on actual activity,  
not educated guesses.

MINIMAL FOOTPRINT ON THE ENDPOINT 
Light enough to deploy without removing or replacing another endpoint tool.

IMMEDIATELY ANSWER  
QUESTIONS ORGANIZATION-WIDE 
Query thousands of endpoints locally  
within minutes. 
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Contact Us to Learn More
 

Ready to find out more about how Dtex can help you within your organization? Contact 
us today to find out firsthand with a tailored demo. Contact your sales representative or 

email us at info@dtexsystems.com.

Dtex was built with privacy in mind. Unlike heavier, more 
invasive employee monitoring solutions, it does not by 
default use screenshots, videos, or keylogging. Dtex also 
does not inspect the contents of emails or documents, 
instead collecting only activity metadata. 

Dtex also includes optional anonymization, which can 
anonymize personally identifiable information such as user 
name, domain name, machine name, etc. This data can 
then only be unlocked only by a pre-determined specific 
keyholder within the organization.

Due to these features, Dtex can be easily deployed under 
GDPR as well as under some of the strictest privacy laws 
in the world. 

PROVIDE FULL PRIVACY AND ANONYMIZATION TO SOC OPERATIONS 
Protect employee privacy with patented anonymization features.11


